Be3onacnas paGora B UnTepHeTe
Kakue nporpammsl ciielyeT UCIOIb30BaTh JJIS 3alUThl KOMIIbIOTEPA?

Ilpu pabome 6 Humepneme nonvzoeamens u e2co komnwviomep (unu unoe ycmpoucmao,
ucnoawvzyemoe 0ns ebixooa 6 Cemo, Hanpumep MoOUIbHBLL Melehor) NO08eP2arOmMcs PAIULHbIM
ONACHOCMAM, CEA3AHHBIM C 3A2PY3KOU 8PEOOHOCHbIX U HeXHCENameNbHblX NPOSPAMM U
ungopmayuu. 3aepy3Ka makux npocpamMm uiu UHGOPMAYUU MOICEM NPOUCXOOUNb HE3AMEMHO
07151 nov3oeameisi U Oe3 Kakux-1ubo 0CO3HAHHBIX OeUCMBULL C €20 CHOPOHb.

B nacmosiwem 0b630pe kraccuguyupyromces npoepammol, RpeOHa3HavenHble OJis 3auunvl
nOIb306aMeNs U €20 KOMNbIOmepd Om PaziuyHo20 pood 8PeOOHOCHbIX NPOSPAMM U
HedcenamenbHou ungopmayuu npu pabome 6 Humepreme.

[TporpaMmel [1st 3aIIUTHI KOMITbIOTEpa Mpu padote B nTepHere
1. MexceteBoil 3kpaH

MesxcereBoii akpan (firewall) ninm Opanamaysp npeaHa3HAuCH IS 3AMIUTHI KOMITBIOTEpA OT
HECaHKI[MOHUPOBAHHOTO JOCTYIIa K HEMY M3 JIOKaJIbHOU cetn uian MutepHera. OH Taxoke
HIO3BOJISICT MOJIKIIFOYATHCS K CETH TOJILKO TEM MPOrpaMMaM, YCTaHOBJICHHBIM Ha KOMIIbIOTEPE
H0JIb30BATEIsI, KOTOPHIM 3TO Pa3pelieHO.

B niepByto ouepenp MeXKCETEBOI SKpaH MOMOTaeT MPEAOTBPATUTh MOTATaHIE B KOMIIBIOTEP
BPEIOHOCHBIX MPOrpamMM, 3a0JI0KHUPOBATH BPEIOHOCHBIM [IPOrpaMMaM, MMOMABIINM B KOMITBIOTEP
WHBIMH TYTSIMHU, TOCTYN B IHTEepHeT (17151 epeiaun MOXHUIIEHHOH HHpOpMaIlHH,
CaMOOOHOBIICHUSH T.JI.) U IPEAOTBPATUTH HECAHKIIMOHUPOBAHHBIN JOCTYIT K HH(POPMALIUH,
HaXO/ISIIEHCS B MaMSITH KOMITBIOTEPA.

2. AHTUBHpYC

AnTHBHpYC (antivirus) npegHa3HaueH g OOHApyKEHUsI, IPEJOTBPALICHNS BBINOJIHEHUS U
yZaJeHUs] BPEJOHOCHBIX MPOTrpamMM (KOMITBIOTEPHBIX BUPYCOB), @ TAKXKE JICUEHHS» IPOrpaMM U
(aiinoB moyp30BaTeNs, 3apaKEHHBIX KOMIIBIOTEPHBIMU BHpycaMu. HeKoTopble aHTUBHPYCHI
YMEIOT TaK)Ke MIPOTUBOAECHCTBOBAThH 00JIee IIMPOKOMY CIIEKTPY BPEAOHOCHBIX MPOTPAMM,
KOTOpBIE HE OTHOCSTCSI K KOMIIBIOTEPHBIM BUpyCaM, HalIpUMEp Mporpammam JUis mokasa
peKJIamMbl, Kpa>ki IEPCOHANBHBIX TAHHBIX U T.II. AHTUBHUPYC TOMOTaeT B Ooproe ¢
KOMITbIOTEPHBIMH BUPYCaMH He TOJIbKO Ipu pabote B VIHTepHeTe.

B nepByto ouepens aHTUBHPYC TOMOTAET MPEAOTBPATUTD NTOPUY WIH KpaXXy WH(OpMALIUH,
pa3MEIICHHON B IaMATH KOMIIBIOTEpA.

3. Ilporpamma jij1st 60pbObI CO MIMMOHCKUMH U PEKJIAMHBIMH ITPOrpaMMaMu

[Tporpamma a1t 60psOBI CO MIMHMOHCKUMH (spyware) U pekiiaMHbIMU (adware)

porpaMMaMu NpeiHa3HaueHa JUIst OOHapy>KeHUs, IPeI0TBPAILeHHs] BHITIOTHEHUS U yaIeHUS
COOTBETCTBYIOILIMX MPOTPamMM, a TaKKe «IEUEHUs» MporpaMmm U (aiaoB 1nosub3oBaress,
3apakeHHbIX UMHU. YacTo aHaIOTMYHBIMU (QYHKIUSMU 00J1a/1al0T U aHTUBUPYCHI.

B nepByto ouepenp nmporpamma assi 60pbObI CO IMUOHCKUMU M PEKJIIaMHBIMU MPOTPaMMaMH
MOMOTaeT MPeI0TBPATUTE KpaXky HHPOPMAINH, pa3MEIICHHON B TaMsITH KOMIIbIOTEpa, U
JIEMOHCTPALIMIO MTOJI30BATENI0 HEXKEIIATEIbHON PEKIIaMBl.

4. ITporpamma a1t 6JIOKMPOBAHUS PEKIIAMbI
[Tporpamma amst 610kupoBanus pexiamsl (ad blocker) cinyxuT 1t ynaneHus 6aHHEPOB U

MHBIX BUJOB PEKJIaMbl C IPOCMATPUBAEMBbIX MOJIb30BaTeNeM BeO-cTpanull. Yacto Takue
IIPOrpaMMBbl MOT'YT UCIIOIb30BATHCS IS YAAJIEHUs U3 IIPOCMAaTPUBAEMBIX CTPAHHUIL Pa3JIMYHBIX



AJIEMEHTOB, MPEJCTABIAIOMINUX MTOTEHIIMAIBHYIO YIPO3Y UIsl MOJIb30BaTeNIel U UX MPUBATHOCTH,
HaIpUMep CUETYUKOB MOCEIIEHNUN BeO-CTpaHMUII.

B nepByto ouepenp nporpamMmma st 6JJOKUPOBAHUS PEKIJIAMbI IIPEIHa3HAYCHA J1JIs OUUCTKHU
IPOCMATPUBAEMBIX CTPAHUIL OT «MH(POPMAITMOHHOTO MYCOPay, 3aTPYAHSIOIIETO JOCTYII K
MHTEpECYIOIIEH M0Ib30BaTelsi HHPOPMALIUH, YTPOKAIOIIET0 0€30IaCHOCTH €ro KOMIbIOTepa U
KOH(UICHIIMATBEHOCTH MOJIb30BATENS.

5. KonteHnTHbI# HUIBTP

KonrentHsiii puiastp (content-control software, web filtering software, content filter)
npeHa3HaueH Uil OTPaHUYEHUS IOCTYIA K pa3MenIeHHO B IHTepHeTe nHpopManuu mo
pa3IMYHbIM KPUTEPHIM, HAI[PUMEpP — Co/iepKallell HCHOPMATUBHYIO JIEKCUKY WU
nopHOTpapUIECKre H300paKEHUSI.

B niepByto odepeab KOHTEHTHBIN (PUIBTp MpenHa3HayeH [l MPeAoTBpAIlEeHUs T0CTya
JeTel K HeTOAXOIAIIeH U151 HUX WH(OpPMAIIHH.

6. CucTeMbl KOMIUIEKCHOM 3aIIHUTEI

CucTeMbl KOMIUIEKCHOM 3allIUTHI COYETAIOT B ce0€ Cpa3y HECKOIBKO (QyHKIIUN
BBIIICOMTUCAHHBIX MPOTPaMM, HAITPUMEP — MEKCETEBOT0 SKpaHa U aHTUBUpYca. Takue CHCTEMBbI
MpeIHa3HAYCHBI IJIS1 TPEIOTBPAIICHHS Cpa3y HECKOJIbKHUX BUIOB yIPO3, HO HE 0053aTEILHO TaK
xe 3((HEKTUBHBI, KAaK HECKOJIBKO OTIEIILHBIX MPOrpaMM, Kax/ias H3 KOTOPhIX UMEET JIUIIb OJTHY
¢dbynakuuro. O6mue coBeThl Mo 6e30macHocTH npu padore B HTepuere

7. He 3a0b1BaiiTe 06 0OHOBICHUAX

Mrmuorue MMPOU3BOAUTCIIU IIPOrpaMM, BKIIIOYas ONCPAIMOHHYIO CUCTEMY, BBIITYCKAIOT JJIA

HUX OOHOBJICHHS Y MCIIPABIICHHS, IPEHA3HAYCHHBIC, B TOM YHUCIIC, IS TOBBIIICHUS YPOBHS
6e3onacHocTH npu padore B UuTtepuere. OObIYHO Takue 0OHOBIICHUS MOXHO O€CIIJIaTHO
3arpy3uTh ¢ BeO-caliTOB MPOU3BOAUTENEH mporpaMm. MHOTHE IPOrpaMMBbI COIepKAT
BCTPOEHHBIE MEXaHU3MBbI ITPOBEPKU HAIMYUS U YCTAaHOBKH OOHOBIEHUI. PerynspHo npoBepsiite
HaIM4Yue OOHOBIICHUH U BBITIOJIHANTE UX YCTaHOBKY.

8. YcTaHoBUTE JJIS UCTIOIB3YEMBIX MMPOTPAMM MTPUEMIIEMBIM YPOBEHBb O€30MTaCHOCTH
HekoTopsie mporpaMMbl UMEIOT HACTPOUKH 10 YMOTYaHHIO, HE 00eCTIeUNBAIOIIHE
pUEMJIEMBIA YPOBEHb 3aIMTHI. TakuM 00pa3oM MPOU3BOAUTEIN MPOTPAMM «YIIPOLIAIOT»
TIOJTb30BATEIIO MPOIECC B3AaMMOICHCTBHSI CO CBOMM MPOIAYKTOM.

BHuMaTenbHO N3y4nTe HACTPOMKHU IPOrpaMM, KOTOPbIE UMEIOT 10cTyl B MIHTEepHET, 1
HACTPOITE UX B COOTBETCTBUM CO CBOUMHU COOCTBEHHBIMU MPEINOUYTEHUSIMH U TOTPEOHOCTAMHU.
OTxmrouaiiTe HeMCNoNb3yeMble (PYHKIIUN TaKUX MTPOrpamMM, Tak Kak KaxJaas U3 HUX
IPEJICTaBIISIeT MOTEHIMATIBHYIO YIpo3y 0€30acHOCTH. BOoJIbIIMHCTBO IPOrpaMM UMEIOT
CIPAaBOYHYIO CUCTEMY, B KOTOPOI OOBACHSETCS 3HAUEHUE UX HACTPOEK M (PYHKITHIA.

9. Jloporoe — He 3HaYUT JIy4llee

Jis mporpaMM, 3alMIIAIONINX KOMITbIOTEp MpU paboTte B IHTepHeTe, AEUCTBYET TO e
MIPaBUJIO, YTO U JIJIS JIFOOBIX IPYTHUX TOBAPOB: IOPOTO€ — HE 3HAYUT Jydiiee. MHOTHE
OecrutaTHbIe M CBOOOIHO paclpoCTpaHsieMble POTrpaMMBbl 3aHUMAIOT MIEPBHIE MECTa B
pelTHHrax, cocTaBisieMbIX MpodeccnoHasaMu B 00JIaCTH 3alIUThl KOMIIBIOTEPOB U
uHpOpMaLUH.

10. AOCONMIOTHOM 3aIUUTHI HE OBIBAET



Heo6xoanMo nmoHUMaTh, YTO €IUHCTBEHHAS! BO3MOKHOCTh TaPAHTUPOBAThH MOJTHYIO 3AIIUTY
KOMIThIOTEPA U Pa3MEIICHHON B €ro MaMsATH HHYOPMAIIHH OT yrpo3, MOJACTEPEraloNniX B
HuTtepHere, — BOOOIIE HE MOAKIIOUATh KOMIBIOTEP K CETH. B MPOTUBHOM city4ae, Aa)ke eCH Bb
Oyzere MPUHUMATE BCE MBICTMMBIE MEPHI MPEIOCTOPOKHOCTH, CYIIECTBYET HEKOTOPAs
BEPOSITHOCTbD, YTO OHH HE TOMOTYT. OcOOEHHO, €CIN LIEbI0 3I0YMBIIIICHHUKOB OYy/IeT He
710001 KOMITBIOTEP BOOOIIE, @ MMEHHO Balll KOMITBIOTEP M Pa3MEICHHAS B €T0 MaMSTH
uHpOpMaIHSL.

[TosTOMy coOroaiiTe Cieayrole OpraHu3alliOHHBIC MEPhI O€30M1aCHOCTH,
o0ecreynBaroIue Kak 3aluTy HHPOPMALIUU OT KPAXKH, TaK U €€ «M30BITOUHOCTBY:

(] 4eTKO ompeenuTe, Kakas 9acTh UMEIONIeHcsl y Bac MH(QOpMAIK HU B KOEM cliy4dac He
JIOJDKHA TIONACTh B Uy)KUE PYKH, a KaKasi HU B KOEM CIIydae He JOJDKHA ObITh yTepsiHa HITH
MIOBPEKIICHA;

[] He XpaHUTE Ha MOAKIIOYCHHOM K CeTH KOMIBbIOTepEe HH(OPMAIIHIO, Kpaska KOTOPOH MOKET
MIPUBECTH K CEpbe3HOMY yIIepOy, 1100 HaAeKHO mudpyiTe et

[ mpu mmppoBaHuy HHGOPMALIUK HE pacINPpPOBBIBANTE €€, €CIIi KOMITBIOTEP MOAKIIIOYEH K
CETH, ¥ BBl HE yOCIMIIMCh, YTO HA HEM OTCYTCTBYIOT BPEIOHOCHBIC ITPOrPaMMBI;

(] peryisipHO apXUBUPYHTE IIEHHYIO JUI Bac HH(OpMAIMIO Ha BHEIIHUE HOCUTEIH, KOTOPhIE
HE JIOMYCKAIOT e¢ Mepe3anucu (HarpuMep, KOMITAKT-TUCKH ), KOMITBIOTEPbI, HE HMEIOIITHE
MOJKJTFOYEHUS K CeTH U T.I1.;

(] uMeiiTe o PYKO# 3aBEIOMO YUCTHIC 3arpy30UHBIC JIUCKHU, C TOMOIIIBIO KOTOPBIX MOYKHO
MPOM3BECTH MOUCK HA KOMIIBIOTEPE BPEAOHOCHBIX MPOTPAMM H IIEPEYCTaHOBHUTH
0e3HaIe)KHO MOBPEKIECHHYIO TAKIMH ITPOTPaMMaMH OTIEPAIMOHHYIO CUCTEMY.



